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Job Description - Senior IT Technician 
 

Accountable to: Head of IT 

Purpose of Role: 

To have responsibility for and manage IT support services to a trust Secondary school 
and provide support to trust Primary Schools, acting as a point of escalation for 

technicians. Ensuring the effective and efficient support and deployment of ICT 
resources across trust schools and to assist with IT development projects. 

Main Duties: 

• To have responsibility for a wide variety of complex IT issues, 

predominantly at 2nd and 3rd line level 

• To manage, take ownership and deliver IT services to a Trust Secondary 

School 

• To act as point of escalation for IT issues that cover both client and 

infrastructure technologies to a team of ICT Technicians 

• Provide support to Trust Primary Schools as needed 

• To work on both BAU support and project-based work in tandem with the 

Head of IT and IT Manager 

• To assist the Head of IT and IT Manager with oversight of the trust IT service 

desk to ensure tickets are dealt with in-line with support procedures and 

SLAs 

• Support IT development projects as required 

• Administer and maintain the physical and virtual Server and Storage 

infrastructure using Hyper-V failover clustering 

• Administer and maintain Trust IT infrastructure and services including 

Active Directory, Group Policy, DNS, DHCP, RADIUS, WSUS, LAN/WLAN, 

firewall, web filtering, connectivity & Office 365 

• Ensure effective monitoring of infrastructure through pro-active checks and 

use of PRTG Network Monitor 

• Assist the Head of IT and IT Manager with infrastructure capacity planning. 

• Administer the operating system and software deployment environment 

using MDT and Group Policy 

• Assist with the administration and development of the schools use of mobile 

devices and MDM 

• Administer 3cx VoIP system 

• Manage relationships with 3rd parties and suppliers 

• Administer and maintain backup and disaster recovery systems and 

processes 

• Assist in the administration and maintenance of trust schools Virtual 

Learning Environments 

• Maintain operational documentation 
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• Contribute to the design, development and implementation of working 

practices and procedures that enhance the impact of ICT services across 

Trust schools 

• Contribute to the design, implementation, management and monitoring of 

processes and procedures to ensure effective and efficient delivery of IT 

services including support, deployment of systems and change across the 

trust. 

 

GENERIC RESPONSIBILITIES: 

 

• Have due regard for safeguarding and promoting the welfare of children 

and young people and to follow the Child Protection procedure adopted by 

the Trust 

• Comply with all policies and procedures relating to child protection, health 

& safety, confidentiality and data protection, reporting all concerns to an 

appropriate person  

• To take a pro-active approach to health and safety, working with others in 

the school to minimise and mitigate potential hazards and risks, and 

actively contribute to the security of the Trust sites and network 

• To understand the importance of inclusion, equality and diversity, both 

when working with students and with colleagues, and to promote equal 

opportunities for all  

• Contribute to the overall work and ethos of the organization 

• Attend and participate in meetings as required 

• Improve own practice through training, evaluation and discussion with 

colleagues 

• Recognise own strengths and areas of expertise and use them to support 

others 

• To participate and engage with workplace learning and development 

opportunities, subject to the school’s training plan, working to continually 

improve own performance and that of the team/school  

• To work across the trust as required 

• Any other duties commensurate with the role. 

 

Whilst every effort has been made to explain the main duties and 

responsibilities of the post, each individual task undertaken may not be 

identified. The job description is current at the date shown, but, may be 
changed to reflect or anticipate changes in the job commensurate with the 

grade and job title. 
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Person Specification 
Detailed below are the types of skills, experience and knowledge that are required of applicants 

applying for the post. The ‘Essential Requirements’ indicate the minimum requirements and 

applicants lacking these attributed will not be considered for the post. The points detailed under 

‘Desirable Requirements’ are additional attributes to enable the applicant to perform the 

position more effectively or with little or no training. They are not essential, but may be used 

to distinguish between acceptable candidates.  

KNOWLEDGE/QUALIFICATIONS Essential Desirable MOA 

HNC/degree Level ICT or equivalent 
qualification; or relevant professional 
experience. 

*  A/Q 

Professional Networking, Server or 
Virtualisation qualifications or relevant 

professional experience e.g. Microsoft 
MCSA / MCSE. 

*  A/S/Q 

Relevant professional experience and/or 
qualification designating professional 

knowledge and competence in network, 
systems and information security. 

*  A/S/Q 

Specific knowledge and/or experience of: 
• Windows Server 2019 through 

2025 

• Windows 10/11 

• Server virtualization and 

clustering in Microsoft Hyper-V 

• Windows deployment 

• Windows services - AD users & 

computers, AD sites & services, 

GPO, DNS, DHCP, RADIUS, WSUS 

• Server and storage hardware 

• Backup solutions 

• Microsoft 365 & Azure 

• Print management  

*  A/S/Q 

Specific knowledge and/or experience of: 
• System Centre Virtual Machine 

Manager 

• LAN and WLAN configuration and 

management 

• Networking (switching, routing, 

WLANS, TCP/IP, subnets, vlans 

etc) 

• PowerShell 

 * A/S/Q 
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• Microsoft Remote Desktop 

Services 

• SQL server 

• iPad management and 

deployment with MDM and/or 

Apple configurator 

• Capita SIMS and Solus 

• Active Directory Certificate 

Services & external SSL 

• PaperCut MF 

SKILLS Essential Desirable MOA 

High level of communication and 
interpersonal skills 

*  A/S 

Good analytical and problem-solving skills *  A/S 

Ability to work effectively with young 
people as individuals and in groups. 

*  A/S 

Ability to manage, motivate and engage 
staff successfully to deliver professional, 

high quality information technology 
solutions as part of a customer focused 

service 

*  A/S 

Flexible and adaptable approach with 

ability to plan, organise, prioritise and 
manage time effectively 

*  A/S 

Proactive approach of health and safety 
issues and sharing good practice  

*  A/S 

EXPERIENCE ESSENTIAL DESIRABLE MOA 

Relevant experience of managing a 
ticketed helpdesk. 

*  A/S 

Experience of line managing a technical 
team across sites 

*  A/S 

Experience of multi-site working  * A/S 

Experience of working within an 

educational establishment 
 * A/S 

PERSONAL QUALITIES Essential Desirable MOA 

A commitment to your own professional 
development, keeping both knowledge and 
working practices up to date 

*  A/S 

Work in ways that promote equality of 
opportunity, participation, diversity and 

responsibility 

*  A/S 

A commitment to abide by and promote the 

Trust’s Equal Opportunities, Health and 
Safety and Child Protection Policies 

*  A/S 
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Have a positive commitment to the Trust’s 

vision, values and ethos 
*  A/S 

Employment is conditional on confirmation of the right to work in the UK – either 

as a UK or Irish citizen, under the EU Settlement scheme or having secured any 
other relevant work visa. If you do not have the right to work in the UK and the 
role does not meet eligibility for sponsorship, please consider carefully whether 

you meet the eligibility to apply for this position. 

This role is subject to a six-month probationary period and satisfactory enhanced 

DBS check. As one organisation Cockburn Multi-academy Trust expects all its 
employees to work across any academy within the trust as and when required. 

 
 

METHOD OF ASSESSMENT (MOA) 

A =  Application Form 

Q =  Qualification 

R =  References 

S =  Selection Process 





 

 

 

 

 

 

 

 

 

 


